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20 HosOps 2025 1. I'omesbckuii rocyiapcTBeHHbI MeAUIIMHCKUH YHUBepcuter, OUBP

Bo ncnosnenue npukaza Munucrepcrsa odpasosanus Pecnyoiuku beaapyces Nel2-3/682 or
13.11.2000r. n ykazanuii MunncrepcrBa 3apaBooxpaHeHusi Pecnyosuku besapych nucbsmo
Ne(828/8788 ot 23.11.2000r. B mejsix OpraHM3alMM CHCTEMAaTH4eCKOro MH(OPMHPOBaHHS
CTY/IECHTOB BBICIIMX Y4YeOHbIX 3aBeJeHHIl 1O OCHOBHBIM BONPOCAM W HAaNpaBJEHUSAM
rocy1apCTBeHHOW BHYTPeHHell W BHelIIHeil NOJUTHKH BBIXOAUT HWH(OPMANMOHHBIN
0r0J1JIeTeHb /ISl COTPYAHHKOB Ka(eap M KypaTopoB y4eOHbIX IPyNIl, KAK HH()pOPMAIIHOHHBIH
MaTepHuaJl B leJIAX 0KA3aHUs MeJarorn4eckoi noMoum.

KUBEPBE3OITACHOCTD U IPO®OUJIAKTUKA
KUBEPIIPECTYIHHHOCTHU

Cnanp 1.

KUBEPBE3OMNACHOCTb

M NPODUNAKTUKA
KMBEPMPECTYNHOCTH

EanHbIA geHb
MHDOPMHPOBAHWA HACENEHHUA

Hoabpe 2025 .

DNEKTPOHHBIE CEPBUCHI, MHTEPHET-OAHKUHI, yAalleHHas pabora M yueoa,
OHJIAMH-PETUCTPALMN, UHTEPHET-MAara3uHbl 1 MAapKETIUIDMCHI — BCE 3TO HACTOJIBKO
IIPOYHO BOILIO B HAIly NOBCEIHEBHOCTb, YTO MHOTA TPYJHO IMOBEPUTH, KaK KUIU
06e3 oToro paspine. Yem Oomble MOrpy’kKaeMcss B MHP HHPOPMAIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTUW (daree — HKT), Tem OoJbllle CTaHOBUMCS
ys3BUMEE.

KubOepataku Ha MHQOPMALMOHHYIO CTPYKTYPY — OTO OJHA M3 CaMBIX
3HAYUTENbHBIX M MOCTOSHHO PACTyIIUX yrpo3 AJiA rio0anbHONW 0€30ImacHOCTU B
XXI Beke. Ha d¢one BceoOmield uudpoBuzanuu sTa mnpobiieMa HE MOPOCTO
HapacTaer, a »JBOJIOLMOHUPYET, Ha YTO BIUACT IIHPOKOE HCIOJIb30BAHUE
VCKYCCTBEHHOI'O MHTEJUIEKTa (danee — MH), Tak KaK 3JIOYMBIIIJICHHUKA HAYWMHAIOT
UCIOJIb30BAaTh €ro Il CO3/laHusl 0oJiee M3OLIPEHHBIX BPEIOHOCHBIX IMPOrPaAMM,



aBTOMATH3allMy aTaK U aHaJn3a ySI3BUMOCTEH.

Kubeparaku mnpeBpatuinuch u3 MpoOJeMbl TEXHUYECKHX CHELUUAJTUCTOB B
OJHY W3 IVIABHBIX CTPATErMYECKUX YIPO3 HALMOHAIBHOM, 3KOHOMHUYECKON U
00111eCTBEHHOU 0€30MaCHOCTHU Jt000M CTPaHBI.

ITo pe3ynpraram uccieqoBaHus, TPOBEACHHOIO B MPOLUIOM rony, benapyce
HaxoauTcss Ha 3-M Mecte B peutuHre crtpadn CHI, koropeie wyame Bcero
NOJIBEPraroTCcs KubepaTakam.

Kaxnas nsaras araka B bemapycu npuxomurcss Ha roccekrop (22%). Ha
BTOpOM MecTe — cdepa NpOMBINUIEHHOCTH (14%), a Ha TpPEThbel CTpPOUYKE —
dbunaHcoBas otpacib (1/%). MHoOro arak Tak)Ke HalleJIeHbl Ha CEKTOpP
TeJIEKOMMYHUKAIUH, chepbl HAyKH 1 00pa3oBaHus (8%).

Kaxxnas BTopas kubeparaka (57%) NPUBOJIUT K yTeUKe KOH(PUICHIINATBHBIX
NaHHBIX. Pexxe OHM HapylIatOT OCHOBHYIO JAEATEIBHOCTD (16%) WX HECYT NIPSIMbIE
(¢uHaHCOBBIE TTOTEPH (8%). boyiee MONOBUHBI YKPaJE€HHBIX CBEJIEHUNU COCTABIISIIOT
NEPCOHAJIbHBIE JAHHBIE U KOMMepUecKas TallHa. AKTyaJIbHOW MPO0OJIeMON OcTaeTcs
Kpaxka JeHer ¢ 0AHKOBCKUX KAPTOUYEK U AJIEKTPOHHBIX KOIIECIBKOB.

Cnaiin 2.

POCT KMBEPATAK B BENAPYCH

[l Nozwuus Benapyck: 32 mecto B CHE no
HOAWISCTRY KHiepaTan

[l OCHOBHLIE LIENK ATAK:
Toccenrop — 22%
MNpombiuAesHHOCTE — 14%
PuHaHCE — 11%

B NOCNEACTEMA:
¥Tesuna gaHHeIN — 57% cayyaes

Hapywenwne paforel — 16%
PUHaHCORLIE NOTepW — 3%

CornacHo nmanHeiM 32 2024 rox, Hama pecnyOjMKa 10 YPOBHIO
kubepOe3onacHoctu 3aHsia 70-e mecto uz 166 ctpan B peiitunre NSCI (National
Cyber Security Index, Hayuonanonwiii unoexc kubepoeszonacnocmu), yCTYIIAB MO dTOMY
unjekcy cpeau ctpad CHI' nums Monnose, Azepoaiikany u Poccun.

Poct M yciioxkHeHMe MeETOA0B KHOepyrpo3 TpeOylT omepeskawuero u
KOMILJIEKCHOTO PearupoBaHMsl.

B bemapycu npuHST psii CUCTEMHBIX Mep, U OopbbOa ¢ KubOepyrpozamu
BEJIETCSI HAa HECKOJBKUX YPOBHSX. Tak, Ha rocylapCcTBEHHOM YPOBHe YKa3oMm
[Ipesunenta Pecnyonuku bemapych Ne 40 «O kubepOe30macHOCTHY peaiu3yeTcs
KOMILJICKCHbI MHOTOYPOBHEBbIH MEXaHU3M NPOTHBOACHCTBUA KuUOepaTakam
Ha TOCYJapCTBEHHBIC OpraHbl U OPraHU3AIUU, KPUTUUYECKYH0 HH(OPMAIIMOHHYIO
UHPPACTPYKTYPY. Co3nan HammonanbHbiit LEHTP obecrnieueHust
KrOepOe30MacHOCTH U PearupoBaHus Ha KUOCPHUHITUACHTHI (danee — Hayuonanvhwiil



yeump Kubepbeszonacnocmu). HanaxxeHo MEXITyHAPOAHOE COTPYAHUYECTBO B ITOHU
coepe.

Co3nanbpl HEOOXOJMMbIE TPABOBBIE YCIOBHUS MJisi 3alMTHl MEPCOHATBHBIX
JAHHBIX U 0€30MaCHOCTU JUYHOCTU U OOIlIEeCTBa MPHU UX HCIOIb30BAHUM. 3aKOH
Pecnybnuku benapych «O 3ammTe nepcoHAJbHBIX JAHHBIX)», NPUHATHIN B 2021
roJly, YCTaHABJIMBAECT IPAHUILIBL, OMPEICIAIOIINE, KAKYyI0 HHHOPMALUIO O YEIOBEKE
MO>XHO COOMpaTh U PacrpoCcTpaHaTh. BMecTe ¢ Tem, 4TOOBI 3amuTa MepCcoOHaATBHBIX
JTAHHBIX OB MO-HACTOSIIEMY d(DPEKTUBHOM, HYKHBI O0IIIME YCUIIUS — HE TOJIBKO
rocyJ1apcTBa, HO U FPaK/IaH.

[IpoTuBOAECTBUE OCYILIECTBISIETCSS U Ha KOPNOPATHBHOM YPOBHe.
Opranuzanuu U NPEeanpUsITUS UHBECTUPYIOT B KHOEpOE30MacHOCTh M OO0ydeHHE
COTPYAHUKOB.

Jlist 60opbOBI ¢ KMOEpyrpo3aMyu HAa MHAMBHAYAJbLHOM YPOBHe TpeOyercs
NOBBIIICHHE LU(POBOM TPaMOTHOCTH HACEJIEHHS, COOJIIOJACHUE 3JIEMEHTapHBIX
npaBuiI MUGPOBOM TUTUEHBI.

CoBpeMeHHbIE aClIEKThI KHOep0e30macHOCTH

Kubepripectyruienusi TpaHCHAIIMOHAIBHBI, 3JOYMBIITUICHHUKA HWCIIOIB3YIOT
aHOHHMaﬁBGPBI (C@pGMCbZ, noseoJiArwuUe CKpsvlms JIUYHbLE OanHble NONb306aMeNs U
obecneuums anoHumHocms 6 HMnmepheme) WU HaXOIATCA 3a PyOEKOM, 4TO KpanHe
3aTPYIHSET UX 3aJEPKAHUE.

[To nanubiM CnencrBeHHoro komurtera Pecnyonuku benapych, oTMeudaercs
yxon 0oisiee 80% BrIMorarenbeTB U 6osee 90% MOIIEHHUYECTB B «OHJIAH»-CXEMY,
YeMy CHOCOOCTBYET B TOM YHWCIIE HU3KUU MPOILIEHT OCBEAOMIICHHOCTH Tpa)iaH O
MPECTYIHBIX CXEMaX, a TAaKXK€ pa3BUTHE CIIOCOOOB COBEPIICHUS TAKUX XUIICHUN.

Kaptuna pacnpocTpaHeHHBIX BHUIOB KuOeprpecTymieHnid B bemapycu
MOBTOPSIET TJI00AIbHBIE TPEHIbI, HO C aKI[EHTOM Ha MECTHBIC TUIATEKHBIE CUCTEMBI
Y IPUBBIYKHA HACEJICHMUSI.

ITo JAHHBIM TJIABHOT'O YIIPABIICHUS o MIPOTUBOICMCTBUIO
KHOEPNPECTYMHOCTH KPUMHUHAIBHOW MUWIUIUM MUHHUCTEPCTBA BHYTPEHHUX €T
Pecnybnuku benapyce, 3a 9 mecsiieB Tekyliero rojaa B benapycu no cpaBHEHUIO ¢
AQHAJIOTMYHBIM TIEPUOJOM TIPOILIOrO0 TOJa KOJMYECTBO KHOEPHpEeCTYIICHUN
CHU3WIOCH ITouTH Ha 11% (3a 9 mecayes 2025 200a 3apecucmpuposano 6onee 13 muic.
cayuaes (13 420), mpems uz komopuwix (4 121) — 6 e.Muncke).

ITo cratucThke KeHIUUHBI (65%) dalle BCEro CTAHOBITCS KEPTBAMU
MOIIICHHUKOB, KOTOPBHIE BBIMAHUBAKOT JIEHBI'M TIYTEM  ICHUXOJOTHYECKHUX
MaHUMYJISIUN 10 Tenepony (77,9%), KyIuu-npoAaku TOBApOB M OKa3aHUS yCIYyT
(65,6%), OnarotBoputenbHoCcTH (100%). Mymxumubl (84,8%), Kak TpaBuIIo,
CTAHOBATCSl KEPTBAMHU MOIIEHHUYECTBA, CBA3aHHOTO C HCHOJIb30BAHHEM CaWTOB
3HAKOMCTB.



Cnann 3.

e
45 NOPTPET HEPTBbl MOLUEHHWYECTBA
{ - ; _- " HEHLMHE
[ | by Ty L il TenedoHHBIE MOWEHHHKW — 77 9%

| ]
OOMaH B Chepe yonyr — 65,6%
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MoweHHWHECTED HA CaWTax 3HakomcTe — 84 8%

A |

| oL N f [OOCTEEHHUHAM %
Ao 30 neT: NCEBAC-HHBSCTHIMK [B:5,4%),
OUCTAHUMOHHBIE CABNHW C HEQBWMMMOCTERY [56,3%)
30-49 net: MHT-MOWEHHWYECTED © A0roBopamu (53, 1%)
CoymansHeii cTaTyc:
GaspatoTHbie YaWwe NONILIKNT B MHBECTULMOHHBIS
NOBYLWKA (46,2%)

B

Cnpagouno:

Bospacmmuuie cpynnsr nomepneguiux:

awou cmapuwie 50 nem uawe cmamogAMcsa Hcepmeamu meneqhOHHbIX
MOUweHHUYecms, 0oMana, 008epuUBOCMU, 1€2eHO 0 NOMOWU POOCHBEHHUKAM,

Monooexnco 00 30 nem ysazeuma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Heosudxcumocmoto (56,3%), ncegoo-unsecmuyuil 8 «oupdcu» U
«po3svlepvluieti unu akyuiy (65,4%);

auua cpeonezo eozpacma (30-49 nem) — naubonee maccosas spynna cpeou
nomepnesuiux om UKT-mowennuuecmea ¢ 3axKnoyeHuem eparicoancKo-npagosbix
002080pos (53,1%).

be3pabommuvie u neyuwawgueca uawe nonaoaromcs 8 UHBECMUYUOHHbBIE
nosyuiku (46,2%), umo mooicem ObiMb CEA3AHO C NOUCKOM UMU UCMOYHUKOS
00X004a UNU yeiedeHuem a3apmHublMu cXxemamu.

ITo cmocobGam coBepmieHUs] MOIIEHHUYECTBA Yallle BCETO MPOUCXOAAT OT
HMEHH JO0JLKHOCTHBIX JMI (28,2%). AQepucTsl NpeICTaBIAIOTCS COTPYIHUKAMU
IPaBOOXPAHUTEIBHBIX OpraHoB (MB/], CK, /I®P, KI'F) u paboTHUKaMU OAHKOBCKUX
opranu3anuii. MOIIEHHUKH CTaJId 3BOHUTH OT MMEHHM PAOOTHUKOB CIIy»O rasa,
BOJOKaHaja, SHEProHaa30pa, MOOUIBHBIX OMEPaTOPOB CBA3U TOJ IPEIAIOTOM
OKOHYAHHUS CpOKa JIOTOBOpa M TpesiaraloT g €ro MpOJJICHHs COOOIIUTH
mudpoBoit kox u3 cMmc. llocnme mepemaun Koja >KEPTBE 3BOHUT COOOIIHHMK
MOIIICHHHUKA M YK€ IPEACTABIACTCS IPABOOXPAHUTEIIEM, 3aIllyTUBACT TEM, UTO
YeJIoBEeK Iepesiai JUYHbIC JaHHbIE M Ha €ro ums OyayT ohopMIIeHBI KPeauThl. A
yTOOBI UX M30€XaTh MpejyiaracT opOpMUTh BCTPEUHBIC KPEAUTHI U TOJYUYEHHbIC
JIEHbI'U MEPEBECTU HA YKA3aHHBIN CUET WM OAHKOBCKYIO KapTy.

IIpu cxeme oOMaHa OT HMeHHM pykoBoauTeneu (Fakeboss) (yupesicoenuil
00pazoeanus, 30pagooOXpaHenuss, KyJivbmypol, npeonpusmuii) MOIICHHUKA 3alyTUBAatOT
MOJ03peHneM B (PMHAHCUPOBAHUM SKCTPEMHUCTCKON ACSTEIHHOCTH, MPOBEICHUEM
00BICKa Y U3BATUEM JICHET, TAaK)Ke MPeIaraloT JaHHbIA (PakT aep)kaTh B TaHE U
mooOIIAThCS C OMPEACTICHHBIM COTPYJAHUKOM IPABOOXPAHUTEIbHBIX OPraHoB,
KOTOPBIM SIKOOBI JUISi COXPAHEHHUs JICHEKHBIX CPENICTB MpejyiaracT «BPEMEHHOY
IIEPEBECTU ICHBI'M HA 3aLUIICHHBINA CYET.

B tenedonHoM pasroBope He AOBEpSANTE HE3HAKOMBIM JIHIIAM, K€M Obl OHHU



HE MPEACTABUIINCH, €CIIA Bbl HE JKIETE TAKOTO 3BOHKA.

Tperb MOLIEHHUYECTB (27,6%) COBEPIIAETCSA MO BUIAOM MPOAAXKH TOBAPOB
B ceru Instagram wiam Telegram (vawe 6ceco mowennuxku «npooaromy
A8mMO3anyacmu, caodosvle Kaveau, HOB0200HUE e, MOPENnPOoOYKmbvl U Opyeue moeapbl).
3MOYMBIIUICHHUKA — OpeiaraloT MOTEHIMAJbHBIM  TOKYNATENsIM  [EPEBECTH
MpeoIiaTy 3a TOBap M OOCIIAIT €ro BBICIATH MO MOYTE WU KYypbEepoM, IOCIe
4ero oOIEHHE MPEKPaIaeTCs, U «KIMEHT» OCTACTCS HH C YCM.

Cnpaeouno:

Takorce naubonee pacnpocmpaneHuvie nPecmynHble CXembl.

360HKU om umenHu oOauka, compyonuxa MB/], KI'b u uHblx
20CY0apCmeeHHbIX OP2AH08, KO20a4 MOULEHHUK, UCNONIb3YSI MEXHOL02UI NOOMEHDbL
HOMepa, 380HUM C HOMepd, NOoX0Jce20 HA OQUUUATbHLIL HOMep OanKka U
coodwaem o «nOOO3pUMENbHOU onepayuuy ¢ Kapmou, «OJI0KUPOBKe cuemay uiu
«NONnvIMKe G310Ma», a ONd «3aAWuUmsly UIU «OMMEHbl ONepayuuy npocum
cooowume CVV-xo0, oannvie uz SMS-coobwenus ¢ Kooom noomeepicoeHusl,
naponv u3 ummepHem-O6aAHKUHeA UIU Nepesecmu O0eHbeU HA «0e30nacHvlily (Ha
camom oejie NOOKOHMPOJIbHbIU MOWLEHHUKY) cuem,

duwmunzoevie SMS-cooouwenus u nucoma, xocoa npuxooum SMS-
coodueHue unu 21eKmpoHHOe NUCLMO C COOOWeHUueM 0 «DJIOKUPOBKe Kapmuly,
«npobreme ¢ HALO2OM», «BblUcpblULEe 8 I0mepee», KOMOPOoe COOEPHCUM CCHLIKY HA
Quuuneo8blll  UHMEpHem-pecypc (catim — KIOH), KOMOPblU Gble/IsI0UmM KAk
ouyuanbHbIl  UHMeEPHem-pecypC OaHKa, HAN02080U UHCNEKYUU Ui O0py2o2o
20CY0apCmeenHo20 opeana, 20e mpeOyemcs 66ecmu JN02UH, NApoJib, OAHHble
NIIAMENCHBIX CPedCm8, Nocie 66004 KOMOPbIX COBEPULAEMC XUUeHUe,

MOUIEHHUYECMBA 6 COUUATIbHBIX CemAX U mecceHoxycepax («Vibery,
«WhatsApp», «Telegramy), Kkozc0a 310yMbIULIEHHUK 83]1AMbl8AeM aKKAYHM 8
coycemu unu cosoaem (euKosvil, NOXONCUN HA He2o, nuuiem ONUZKUM
POOCMBEHHUKAM OM UMEHU 81A0eNbYd AKKAYHMA, YMO CPOYHO HYIHCHBI OeHbeU HA
«OYeHb BAICHOE 0el0y (nonan 8 CcroXdcHyio cumyayuio, nonan 6 /Tl u op.), npocs
HUKOMY He 360HUMb, JUO0 AHANOUYHAS Npeodvbloyuell cxemd, Koeod MUULEHbIO
CMAano8amcs Opy3vs, a MOWEHHUK OM UMeHU Opyea nuuiem, 4mo 3acmpsi 3d
epanuyeti, y He20 YKpaau OeHbeU/0OKYMEeHMmbl, U HPOCUM CPOYHO Nnepesecmu
cpeocmesa,

heiikosvle uHMeEpHEM-MA2A3UHBL, KO204 CO30Aemcsi Kpacuevlli catim-
O0OHOCMPAHUYHUK WU 2PYNNA 8 COYUANbHOU cemu (3auacmyio 6 «Mncmazpamy»), ¢
OCPOMHBIMU CKUOKAMU HA AKMYATbHbll Y HAceleHus mosap (mexuuxa «Appley,
caoosas mebenb, HAOy8Hble Oaccelinvl, OpeHdoBas ooedxcoa u 0p.), a nocie
npeodoniamvl mMoeap He npuxooum, da caum Uiy ecpynnvl ucde3arom, aubo
CcO0OWeHUs dHcepmaBbl Oaliee USHOPUPYIOMCA,

MOUIEHHUYECMEA NOO 8UOOM 20CYOAPCHIBEHHBIX OP2AHO08, KO20A HCepmee
nocmynaem 360HOK OM UMeHU «Cyobuy, «compyonuxa MBI]», «uanoeosoi» c
mpebosanuem CPpoYHO ONIAMUMb HEeKUll QUKMUBHDLI 002, Wmpagh Ui NOULIUHY,
Vepoodicas apecmom cu4emog Uau OpyeuM HAKA3aHuem, HNpoCAm YCMAaHO8UMDb
npunodicenue  0ia - yoanewnoeo  docmyna  (hanpumep,  «AnyDesky  unu
«TeamViewer») Ona «nposepKu cuemay, 4mo Oaem um NOAHbIIL KOHMPOLb HAO
YCMPOUCMBEOM HOMeEPNesuLe2o;

¢unancosvie nupamuodvl u UHEECHMUUUOHHbBIE MOUIEHHUYECMEA, MAaKue
KaK NpeoNoNCceHUss «8blLCOKOOOXOOHbIX UHBECMUYULY 6 KPUNMOBANIOMY, OUpHcU
Ul Cmapmansvl ¢ 2apaHmupoBanHbiM 8blCOKUM 00xo0om. Ilpu smom Ha nepeom
amane mo2ym 0azice 8blNIAYUEAMb HeDOIbUIUE NPOYEHMbL, YIMOObI NOMepnesuitil
gHeC euje 0oblle OCHEJNCHVIX CPeoCcms U Nnpuseil pPOOCMBEHHUKO8, Opy3ell U
3HAKOMbIX, NOCIe Ye20 NPOoeKm 3aKpbleaemcs, d OeHedlCHble CPeoCcmsd
HOXUWYAIOMCSL,

6bIMO2AMENbCMEO HA UHMUMHOU HOY6e («CeKcmopuleHn»), Koz2oda



MOUIEHHUK 4epe3 coycemu 3HAKOMUMCS C JICepmeoti, Gmupaemcs 6 006eplue,

CKNIOHAem K OOwjeHulo 6 euoeouame UHMUMHO20 XApaKkmepa uiu K Omnpaske

OMKPOBEHHbIX qbomo, 3anucvléaem 6uoeo uiu oenaem CKpuHutomsl, a 3samem

wanmasicupyem.

OnaceHust  BBI3BIBAIOT  HaOuparwmue  Oo0OpOThl  BbIMOraTeJabCTBa
(526  cmyuaes) ¢  WCIONB30BAaHUEM  MH(OPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTMU: TIIOTEPHEBIIMX II0J PA3JIMYHBIMU MPEJIOTaMH BBIHYXXIAIOT Ha
an4HbIX ycTpoicTBax [Phone BoiiTu He B cBOw yueTHylo 3anuck. [locie Bxona
[Phone OnokupyeTcs Kak NOXMILEHHBbIH W CTAHOBUTCA HE MNPUTOAHBIM. Jlis
Pa30JOKUPOBKH 3JI0YMBIIUIEHHUKN TPEOYIOT BBIKYII.

[losToMy HEH B KO€M Cilydae HeJIb3sl BXOAMTH HAa CBOEM YCTPOMCTBE B
Yy:KyI0 YYeTHYI0 3alMCh, BIIAJIeJiel] YYETHOM 3alliCh MOXET 3a0J0KUpPOBATH
YCTPOWCTBO.

Cmnann 4.

BMAbl KWBEPNPECTYNNEHUA,
COBEPLUAEMBIE B CTPAHE

EOHKK OT WaeHW Ganka, coTpyaHusa MBLL, KI6 w
MHEX FOCYLAPCTEEHHEX OpTaHOE

(priHroEEE SMS-Co0GUEHWA 1 NMCEMA

MCILEHHWHECTES B COUMAThHBIX CETRE W
MECCEH QS RaN

MCILEHHWYBCTEA PM CHAGEH-NORYTIHAX Ha
NACWALKAX NO NPOAAHE TOBAPOE

EdHOBDIE HHTEEHET-MAr33WHE

MOILIEHHWYSCTES MO0 BWA0M MOCYN3 DCTEE HHBIK
OpraHos

[tllfl HAHCOBEE NWPEMM O W MHBECTHLWOHHEE
MILEHHWY2CTES

80D BPC

BLMOrATERLCTED H3 WHTHMHOH noyee

Cnenyer OTMETUTh, YTO (PUIIMHI ¥ MOIIEHHHUYECTBO ¢ OAHKOBCKHUMM
KapTaMM SIBJISIIOTCS CaMOM MAacCOBOM KaTeropue KUOEepMOIICHHUYECTBA B
Pecnybnuke bemapyce.

[Ipu 3TOM Hapsiny C TaHHBIMHU MPECTYMHBIMU CXEMaMU MOIIEHHUKN aKTHBHO
UCIIOJIB3YIOT M TaKOW METOJT (PUIIIUHTA, IPU KOTOPOM KOH(DUACHIIMAIbHBIC JaHHbIE
OCJIOPYCCKUX  rpaxkaaH  JOOBIBAIOTCS  3JIOYMBIIIJIEHHUKAMH  MOCPEICTBOM
Tene(OHHBIX 3BOHKOB. ITOT BH/I MOIIICHHUYECTBA HA3bIBACTCS «BULIIUHI.



Craiin 5. Buneoponuk.

A3BYKA
ol

Cnpagouno:

Buwwune — osmo ycmunasa paznoeuoHocmsv Quuiunea, npu Komopou
310V MBIUIEHHUKU NOCPEOCBOM Mele@dOHHOU C853U, UCNOIb3YS NPUEeMbl, MEMOObl
U MEXHON02UU NCUXOJIOSUYECKO20 MAHUNYIUPOBAHUS, NOO DPASHLIMU NPeodno2amu,
UCKYCHO uepas onpedeieHHyro polb (Kak npasuno, compyoHuka OaHKa,
MeXHUYeCcK020 CNeyualucma u m.o.), 8bIHY*COAom 4eioseKka cooouums um ceou
KOHGhuoenyuanvuvie 6AHKOBCKUE UIU NEPCOHANbHbIE OAHHbLE TUOO CIUMYIUPYIOM
K COBEpUIEHUIO ONpeOeNeHHbIX OelUCmBUll CO C80UM OAHKOBCKUM CUemoM UlU
OAHKOBCKOU Kapmoli.

IIo MCpPEC pa3BUTHA I’IH(])OpMalII/IOHHO-KOMMyHI/IKaIII/IOHHI)IX TEXHOJIOT UM

BO3PACTAIOT 7| BO3MOKHOCTH KHOEepIpecTYNNHUKOB. Hexkotopsie
MOIIICHHUYECKHWE CXEMBI TIOJNYYHIM HOBYIO KH3HB OJjlarogapsi MCKYCCTBEHHOMY
VHTEJIJICKTY.

Pacter KoIMYeCTBO Clly4yaeB MOIIEHHMYECTBA C  MCIIOJIb30BAHUEM
TexHosoruu Deepfakes — 5TO co31aHHBIE WMCKYCCTBEHHBIM HMHTEIJIEKTOM

rOJIOCOBBIC COOOIIEHUSI W BHUACO3BOHKM OT SIKOOBI KOJUIEr, JApy3ed u
POJICTBEHHUKOB, KaK IMPaBUIIO, C IPOCKOOM O CPOUHOM JICHEKHOM TIEPEBOJIE U JIP.

[Ipu BUACO3BOHKE cleayeT OOpailarh BHUMAaHWE HAa TaKHUE JETaIM, Kak
HEYETKOE WM CMa3aHHOE HW300paKCHHE JHIa TOBOPSIICTO, OTCYTCTBHE WU
HEECTECTBEHHAs MUMUKA JIAIIA.

[ToMHHUTE, YTO COTPYAHUKH OAHKOB WM TPABOOXPAHUTEIBbHBIX OpPraHOB HE
3BOHSIT YE€PE3 MECCEHKEPHI C UCIOJIb30BaHUEM BHAcOCBs3U. Ilpu coBepmieHumn
JEHEeKHOT0  IMepeBOAa MO  BJIMSHUEM  MOIIEHHUMKOB  He00X0AuMO
He3aMeUINTEeJIbHO O0PATUTLCA B OPraHbl BHYTPEHHHMX JeJI ISl COXPAHEHHS
JIEHEKHBIX CPEJCTB.

Jlaxe Korja MCKYCCTBEHHBIM HWHTEIJIEKT HCIOJB3yeTCs BO 0Jaro, Hy>KHO
OBITh OCTOPOXKHBIM. Ecii paOOTHUK OpraHU3alliy JyMaeT, YTO 3arPy3UT JOKYMEHT
B yatr GPT m oOH Bce OBICTPO caenaer, TO OTO MNPSIMOH MyTh K YTEUKe
KOH(PUICHINAIBHBIX JaHHBIX. JIOKYMEHTBI OTIIPABATCS HAa CEPBEPHI B APYroM
rocyapcTBe, M 3aKOHbI Hallled CTpaHbl YK€ HE MOTYT TapaHTUPOBATH HX
0€30MacHOCTb.



Cmaiig 6.

MCNONIb3OBAHME
WCKYCCTBEHHOTO MHTE/INIEKTA -
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MEPCOHINHIHNPOEIHHBE W TRIMMATHYECKH GE'?H'HWHE

PacCeinkK, obxOaALMEe TNABHEA MApHER YrPO3kl.
B Mowennmuectae wepes Deepfake:

MEHERIUWA BUOED M TON0C3 Py HOBOACTED ANA

CAIHHLUMOHMPOBIHWA HEIAKOHHBIX PUHIHCOBMX ONEpa
W YM-BaThl AAA COUMANBHOR WHMENEPWM: i

HBEAEHHE DCMBICNEHHEX OMANONoe 00A thmauuaalﬂii';

KOHGHAEHUMANEHOR WHpOpMaLUWKH. — -

Ipesugent benapycm A.l'.Jlykamenko, BwicTynas Ha III MwuHcko#
MEXAYHANPOAHON KOH(MEpeHLHMH MO €Bpa3uilcKoil 0e30MacHOCTH, KaK OJHY U3
KJIFOUEBBIX 337a4 B 1EJOM 0003HauYMJ HEOOXOJAMMOCTh MPUHATUSA MEp B 00JlacTU
UCKYCCTBEHHOrO uHTeluiekTa: «Heynpaensemana conka 6 3mou ceepe
npeepaujaem e2o u3 noae3Ino2o pecypca 6 opyxcue. B nepcnekmuee — maccogozo
ROpaAdscenusn .

Cnaiig 7.
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Heynpasnaemana 2oHka 6 amoii
cihepe npeaspawjaem e20 (npum. -
UCKYCCmBeHHLIO uRmennenm) U3
none3Hozo pecypca 6 opyue,
B nepcnekmuee — maccosozo

NoOpaXeHus. , ’

Npesudenm Pecmytinusu Beaopycs AT JTys0WERND,
W Murcwaa Mes dywapedHER KOHEDEHILR M0
eapoaviicred Gezonocrocmi, 28 oumatpe 2025 2

CorpyaHukamu MuHHcTepCcTBA BHYTpeHHUX Jesl U HarmonanbHOro OaHka
Pecnybnuku benapych npuHUMAaOTCS Mepbl, HANIPABJIEHHbIe HA 0JIOKHPOBaHMeE
MouIeHHu4YecKux omepauuii. B benapycu ¢ 1 mapra 2024 r. npeiictByer Yka3
IIpe3ugenta Ne 269, KoOTOpwIii  MNpeaocTaBiseT OaHKaM  BO3MOXKHOCTH
MPUOCTAHABINBATH MOJ03PUTEIbHbBIC MIEPEBO/IbI 151 COBMECTHO Cc
PAaBOOXPAHUTEILHBIMA OpraHaMH PaccieqoBaTh UHUUIACHTHI. [[aHHBIA MEXaHU3M
MO3BOJISIET JOCTAaTOYHO A((PEKTUBHO B3aMMOJICUCTBOBATh IPaK/laHaM C OpraHaMu
BHYTPEHHUX JI€JI, a UM, B CBOIO OYE€pellb, «B pexume 24 Ha 7» mnepenaBarh
yKa3aHHYI0 HHPOpMaIMI0 0AHKOBCKOMY CEKTOPY U MOJy4aTh OT HETO 3(D(PEKTUBHO
u OblcTpo MHGOPMALMIO O JIMIAX U WHCTPYMEHTaX, KOTOPhIE 3aJeHCTBOBAHbI B
MPOTUBOIIPABHON JeaTenbHOCTH. WM camoe TiiaBHOE — NpEeANPUHUMATH MEPBHI,



HAIIPABJICHHBIE HA COXPAHEHUE YK€ MOXUIIEHHBIX JEHEKHBIX CPEACTB Y TPAXKIaH U
HEJOMYIIEHHUS MePEeBO/Ia UX Ha 3apyOeKHbIE CUeTa.

B cBs31 ¢ HEOOXOAMMOCTBIO 3aIUTHI OT MOIIIEHHUKOB OaHKW YCTaHABIUBAIOT
JUMUTBHI 110 CHATHIO JICHET B 0aHKOMaTax Ha Tepputopuu benapycu.

Bbops0a ¢ 3TumMu npectymiieHus MU TpeOyeT HE TOJIbKO 00Jiee COBEPIIEHHBIX
TEXHOJIOTUM 3allUThl, HO U (PYHAAMEHTAIBHOTO TMOBBIIMICHUS [U(POBOU
TPaMOTHOCTH HACEJICHUS, TIOCKOJIbKY WMEHHO 4YeJOBEK OCTaeTcs Hauboiee
ySI3BUMBIM 3BE€HOM B JIFOOOM crcTeMe 0€30MMacHOCTH.

IHu¢gpoBass rpaMOTHOCTH HACEICHUS

Kubep0e3omacHOCT — 3TO OTBETCTBEHHOCTHh KaxA0ro u3 Hac. OHa
HAYMHAETCS C TaKUX MPOCTHIX BEIIEH, Kak BBIOOP HAJIEKHOTO MapoJs JUIst
JOMAIIIHEN JJIEKTPOHHOM MOYThl. BaXHO NMOMHHTBH, 4TO OAWH U TOT K€ IAPOJb
HEJb3S MCTOJB30BaTh OJHOBPEMEHHO ISl paOodeil MOYThI, [JIsi PETUCTpallid Ha
pPa3IMYHBIX CaWTax U B MeCCeHKepax. K CioBy, JIMUYHbIE JaHHBIE Yallle BCEro
NOMaJaloT K 3JIOYMBIIUIEHHUKaM H3 0a3 JaHHBIX Mara3MHOB (Mbl 0cmasgisiem
Gdamunuro, umsa u omuecmeo, aopec u meineoH npu pesucmpayuu Ojsi NOJYYEHUs.
OOHYCHBIX UNU CKUOOUHBIX KApm,).

Heobxomuma  sneMeHTapHas uu@poBasi TrHrHeHa, TpU  KOTOPOU
co0/II0leHUe MPOCTHIX MPABWJ MOBEACHUS B CETH IIO3BOJSECT 3allUTUTh
NEePCOHAJIbHBIC JJaHHbIC, (DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0y10 aKkTyanpbHOCTh TeMa ITU(PPOBON TUTHEHBI MPUOOPETAECT B OTHOIICHUN
MOJIPACTAIONIETO TMOKOoJIeHUs. JleTu cerogHss He TOJIBKO AKTHBHO OOIIAOTCSA B
MECCEHJIKepax, HO U TOTPYXKAIOTCS B MUP OHJAWH-UTP, TJ€ UX KPYr OOIICHUS
pacmupsieTcss 3a c4yeT He3HakomueB. Cpenn HUX MOTYT CKpbIBaTbCs U
KHOEPNPECTYIMTHUKH, CTPEMSIIUECs] UCIOJIb30BaTh peOdeHKa Ui IOJTYyYCHHS
KoHpuaeHIHaIbHON wuHbopManuu. Heokpenmias TNCUXUKa, MOJBEPKEHHOCTh
BHYIICHUIO W MAaHUMNYJUPOBAHUIO JICNAIOT MX JIETKOM <«J100bIYen»  Jyist
3JI0YMBIIIICHHUKOB.

Cnainn 8.

BE30OMNACHOCTb AETEW B CETU —
3TO HE 3AMPETEI, A AOBEPHE U MPABMNA
BoicTpaMBaATe OTHPbITEIE OTHOWEHKA: pebeqn
ATO MOMET PACCKaFaTh Bam O
npobneme Ge3 cTpaxa HaKaIaHHA.

VETAHOBWTE YeTHWE MPanKlbl: (0 ATE BEMA

OHNAWH, PaspeilieHHbBIe CAATHE W

HMcnonsayiTe TEXHWHMECHWE CPeOCTES:
POOMTENBCHAE Ok W OGILME FHHIYHTEI

be3onacHocTh AeTeil B ceTH — 3TO He MPOCTO 3amlpeThbl, a CO3JaHHE



3alllMIIEHHONM cpeabl W O0y4YeHHe NPABUJIBLHOMY MNOBedeHUIO. B cembe
HEO0OXOAMMO BBICTpAaUBaTh I0BEePUTEbLHbIE OTHOIIEHHs ¢ pedeHKOM. [letu He
JIOJDKHBI UICKAaTh TTOHUMAHUSI Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, YTO MOTYT
pacckasaTh pOJUTEISAM O JIF0OOW CTpaHHOW WM HENPUSITHOM CUTyalluu B ceTH 0e3
cTpaxa ObITh HAKa3aHHBIM.

BaxkHo J0roBOpUTHCH U YCTAHOBUTH 4YeTKHE MPABWJIA. KAKUE CAUTHI
MOXHO IOCEIIaTh, CKOJIbKO BPEMEHU IPOBOJAUTH OHJIAWH, KAKHE NPUII0KCHHUS
MOKHO MCIOJIb30BATh.

Jis Mmuiaamux gered peKkoOMeHAyeTcesl CO3/1aBaTh aKKayHThl BMECTE U 3HATH
ux  naposu.  HMcrmonp3oBaHME — CHEUMAJU3MPOBAHHOIO  MPOrpPaMMHOIO
o0ecrneyeHnsi POAUTEIBCKOT0 KOHTPOJS MO3BOJIMT OrPaHUYMBATHL BpeMs 3a
AKpaHOM, (PUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIC CAUTHI.

CymectByeT MHOKECTBO NMpPeCcTyNHbIX cxem, HCTIOJIb3YEMBIX
KHOEPMOIIIECHHUKaMY B OTHOIIIEHNUM HECOBEPIICHHOJIETHHUX JIeTel.

Cnainn 9.

PACMPOCTPAHEHHBIE CXEMbI KWBEPNPECTYNNEHWIA NPOTUB AETEN

wBECNABTHEIE T MOMEBHNA PefkoEble 3aNPOCE OT ¢ ApYaedn TpymisHe =

B L MIPCTHURE, BCHTH B

Linte: REMEHHTY HE I rOEYD Lieth: BOCTIOAICIATICA GOMIDHIA K Limris: mmelcp e
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LLEv iy POAATE: W TS B (88 TE:
NCHESADTHECHE SIS TRARIK B IEFTTES
H P9 HislE S OS LI HMEE

Cnpagouno:

Cnocobwvl kubepnpecmynienuii 8 oOmuouleHuu oemeu U NOOPOCMKO8.:

«becniamuviey NOOAPKU U PO3BIZPbIULU, K0204 pebOeHK) O/l NOJIYYeHUs.
8bIUSPBIUA NPEONacaemcs nepetimu no CCbliKe U 86eCmu NIAAMeNCHble U UHbLe
oamnHvle e2o pooumeneti. OCHOBHAA Yelb — YKpAcmb OaHHble OAHKOBCKUX KaApm Uil
VUemHbIX 3anucetl;

«gheiikoesuvle» 3anpocvt om Opy3eil, K020a ¢ UCNONb30BAHUECM B3TOMAHHO20
akkayuma opyaa peOeHKa npocsam nomouv (nepesecmu OeHediCHvle cpeocmea), d
PpebeHOK, dcenas NOMOUb, MOJNCEM He YCOMHUMbBCS 8 TUYHOCIU NPOCAUe20;

«ZPYMUH2ZY, K020d B3POCIblL 310YMbIUIEHHUK NOO BUOOM CEEPCMHUKA
emupaemcsi 8 008epue K pebeHKy 8 Coycemsax Ul uepax, NnOoCMeneHHo
8bigedblgaem JIUYHYIO UHpOpMAYUIo, MAHUNYIUpyem, 6bl3bleaem  4)y8CHeo
onuzocmu, a 3amem Modcem BbINPAWUBAMb UHMUMHbIE Homo/sudeo unu
HA3HA4Yamov JUYHYIO GCHpeYy, YMO MOJCEem HNpusecmu K COBEPULEHUI0 8
OMHOUleHUU peDeHKAa OelicmBUull CeKCyaibHo20 Xapakmepd, Komopvle peOeHOK 8
CUTLy 803pACMA He MOJCem OYEHUBAmMb, KAK COUUAIbHO-3HAYUMbBLE, CHUMAS
npoucxoosuee uepot,

«CEKCMOopuen», K020a NPecmynHuK, noay4ue UHMUMHble QOmo Uil 8Udeo
(0006po6OILHO OMNPAGIeHHble PeOeHKOM UMU uYepe3 6310M Kamepvl), HauuHaem
WaHMaxicuposams pebeHKa, 8biMo2as KaK MamepuaibHvle 01aza, max u yciyey, 8



MOM YUCTEe CEKCYANbHO20 XapaKmepa,

KubepoOynnune (unu mpaeis), Koeoa co30armcs epynnvl U nabauxku O
Hacmeuwlex, YHU3UMENbHbIX KOMMEHMApues, OMNpAasIsiomcs yepo3vl 6 JUUHBIX
CcO00WeHUsX, Umobbl NPUYUHUMb PeOEeHKY NCUXOJI0SUYECKYI0 OO0lb, Umo HepeoKo
MOodHcem 3aKOHYUmMCs denpeccueti Ui 0axce camoyouticmeom,

606/1eueHUe 8 ONACHbBIE COO0OUIeCmBa, NPonazaHoupyrwue O0enpeccusHvle
meuenus,  Cyuyuo, AHOPEKCUio, HAcCuiue Uil  IKCMpeMusm,  KOmopble
NPEeNnoOHOCAMCS peOEeHK) KaK 4mo-mo « MOOHOE», KkKPYMoey U «3anpemHoey.

Cnaiig 10.
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4 KNIOYEBbLIX NPABU/IA BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpanu nuunoe B TadHe
He nyGaniyl aapec, WHOWY, Fe0mMeTiM, JaHHbIe JOHYMEHTOR M K
NAaHbI Cefib.

MNombn anropati « CTOMN-CNPOCH-PACCKAKM»

CTON, ecii ute-To HacTopasueaet. (NPOCH y poguTensi,
acnw HenoHATHO, PACCHAK W pzpocibim o moboit ¥Ip03e i
WM AuckomopTe.

HowTponwpyh Hpyr obujenua

DNoGaenaid B 4pyseR TONBKO TEX, KOT0 IHASWE MMUHD.

HacTpok NprBaTHOCTE Npodiang.

BHAKMAN KPMTHAMSEHOS MbILLAEH HEe
He nepexogun no CoOMHWTEMEHEIM CChlAKaM. HE BEpb CMLIROM
© BRI H BN TR, 0B HH AN

Baxxno HayuuTh getedl 1mu@pOBOM TPAMOTHOCTH W KPUTUUYECKOMY
MbIIUIEHUIO. IM HY)KHO OHUMaTh, 4TO UHTEpPHET — 3TO OTpasKeHHe PeaibHOro
MHPA: B HEM eCThb M XOpPOlIHe, W IJIOXHEe JIKIU, W NPaBuja 0e30MacHOCTH
31eCh TAaK ’Ke BA'KHbI, KaK W Ha yJjauune. He 3KOHOMbTE Ha BpEMEHH, Halle U
Oo0JIbIIIE pa3roBapuBaiiTe CO CBOUMHM JACTHMHU!

Taxke B 3amuTe OT MPECTYNHBIX IMOCATATEILCTB, B WH(DOPMUPOBAHUU U
JTOIOJHUTEIBHOM BHUMAHUU HYXJAKOTCS U JIFOJIA MOKUIIOTO BO3paCTa.

dhkd

3a mocneaHee BpeMs B peciyOIuKe MPOU3O0IUIA 3HAYUTEIIbHBIC TTO3UTHBHBIC
CIABUTH: yAAJIOCh OOIMMH YCWIMSIMH TIEPEIOMHUTHh TEHACHIIMIO pOCTa YHCIIA
KHOEpPIPECTYIUICHHH,  3aMETHO  BBIPOC  YPOBEHb  ITU(GPOBOM  3aIUTHI,
JEMOHCTPHPYET OINEPAaTUBHOCTh M  aJalNTUBHOCThP K TEKYIIMM BBI30BaM
Oemopycckoe  3aKOHOJATeIhCTBO B 00JacTH  KubOepOe3omacHOCTH U JIp.
[IpuMeuaTenpbHO, YTO HaIl OMBIT OOPHOBI C KUOEPNPECTYNMHUKAMHU aKTHUBHO
IPUMEHSIOT B IPYTUX CTpaHax.

Kak ormetun IIpe3upent PecnmyOaukm benapycs A.l'.Jlykamenko,
«abconomuylo 3auumy om Kubepamaxk He 2apaHmupyem HU O0OHA cucmema
3auumol, HO Mbl O0JIHCHbBI MUHUMUZUPOGAMb PUCKU». ITOTO BO3MOXKHO
TOOUTHCS, KOT/Aa KaXAbld YYaCTHUK WH(POPMAIIMOHHBIX OTHOIICHUH, KaKIaas
opraHuzamusi OyayT OTBETCTBEHHO MOJXOJWUTH K BBIIOJTHEHUIO TPEeOOBAaHUU IO
KnOepOe30macHOCTH, a  KaXAbld  YEJIOBEK  IPOSBHT  OJUTEIBHOCTh U
BHUMATEIIBHOCTh B CIy4ae CUTYyallud C MOIIEHHUKAMHU.



Cnmang 11.

Poaurany, Hayuste ferted Npagwna BEparuTe anKayHTL
NONEEOAATECA HHTERHaTOM GeonacHOne NOBE4EHWA aT aeprctos!
NPaBN Nl

AKALOEMHA ¥NPABNEHHA

NPK NPEZWAEHTE
PECMYEMNWEKW BENAPYCE




